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CERTIFICATESOF CONFIDENTIALITY FOR
PROTOCOL DEVELOPMENT

1.0 BACKGROUND

11

1.2

Purpose

Certificates of Confidentidity dlow researchersto avoid the involuntary release of any
portion of research records containing information that could be used to identify study
participants. A certificate of Confidentidity protects the investigator and anyone else who
has access to research records from being compelled to disclose identifying information in
any civil, crimina, adminigrative, legidative or other proceedings whether federd, Sate, or
locdl. Identifying information is broadly defined as any item or combination of data about a
research subject which could reasonably lead directly or indirectly by reference to other
information that might identify a research subject.

Certificates can be used to promote participation in sudies by assuring anonymity to
participants. Certificates will beissued only when the research is of a sengitive nature,
where protection is judged necessary to achieve the research objectives. For ingtance, a
Certificate of Confidentiaity may be granted if disclosure could have adverse legd
consequences or damage financid standing, employability, insurability, or reputation of the
participant. The Certificate will help researchers avoid involuntary disclosure which could
expose subjects and their families to adverse economic, psychologica, and socid
consequences.

History

Certificates of Confidentidity were origindly authorized by a 1970 amendment to the Public
Hedlth Service Act, to protect participants in research on the use and effects of drugs. The
authority to award Certificates was vested with the Secretary of the Department of Health
and Human Services (DHHS). The authority was extended to research on “menta hedlth,
including research on the use and effect of alcohol and other psychoactive drugs’ in 1977.
In 1988, the statute was broadened so that Certificates could be sought to protect
individuas participating in biomedica, behaviord, clinicd and other research, and the
authority to issue Certificates was delegated to the Office of the Assstant Secretary for
Hedth (OASH). Authority to issue Certificates for drug, dcohol, and menta hedth
research was delegated to Nationa Ingtitute of Mentd Hedlth (NIMH). With the
reorganization of the OASH in 1996, its Certificate authority was decentralized to the NIH
indtitutes, and the NIH Director further delegated this authority to certain NIH officias
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(Indtitute and Center [IC] Directors, Deputy |C directors, and Executive Officers). Each IC
had the option of issuing its own Certificates, but aso had the option instead to continue to
use NIMH because of its experience and expertise as a Service Center. The NCI chose to
accept authority to issue Certificates of Confidentidity for extramural research projects
funded by NCI and intramural research projects with NCI PIs. NIMH continuesto serve
asthe NIH Service Center for issuing Certificates for digible cancer research-related
projects not supported or sponsored by NCI.

Types of Projects Covered

NCI issues Certificates sparingly for single, well-defined projects rather than for groups or
classes of projects. An exception is cooperative multisite projects, in which a coordinating
center or “lead” indtitution designated by the government Program Director can gpply on
behdf of dl member inditutions, and a Sngle Certificate providing protection to dl
participating Stesisissued. In this case, the application must list each participating unit, its
address, and the Project Director of the participating unit on the first page of the
goplication. The lead indtitution is responsible for distributing copies of the Certificate to
each center of Site.

Extent and Limitations of Coverage

Certificates of Confidentidity can be used to cover biomedica, behaviord, clinical, or other
research, whether or not it is federdly funded. However, NCI will issue Certificates only
for digible cancer-related research projects which are supported by NCI. Researchers
should take appropriate steps to safeguard research results so individuas having access to
medica records (including those who may access the records with the subject’ s consent)
cannot access the research results or learn the identity of research participants.

Certificates protect againgt involuntary disclosure; however, information may be voluntarily
released under certain circumstances. For example, research subjects may disclose or
consent to the disclosure of information (including research information) in their medica
records to an insurer, and researchers may not use the Certificate to refuse disclosure under
this circumstance. In addition, researchers are expected to make arrangements with local
and dtate authorities to satisfy communicable disease reporting requirements, and subjects
should be informed of this possibility in the informed consent document. Moreover,
Certificates do not authorize researchers to refuse to disclose information about subjects if
authorized DHHS personnel request such information for an audit or program evauation or
if such information is required by the Federd Food, Drug and Cosmetics Act.



DCP Internet Supplemental Information

Appendix VI

15

16

Period of Coverage

Certificates are issued for the specific time period st forth in the Certificate. Certificates
are effective on the date of issuance or upon the commencement of the research project, if
that date is later than the date of issuance. An extension of coverage of an active Certificate
must be requested if the research extends beyond the expiration date of the origina
Certificate. However, data collected while a Certificate is in effect remains protected after
the Certificate expires and in perpetuity. Applicants are advised to elect a period of
coverage that may overestimate, rather than underestimate, the time required to complete
the project. Requests for extensions of Certificate coverage should be made three months
prior to the expiration date. They should be accompanied by a justification, documentation
of the most recent IRB gpproval, and the new expected completion date of the research
project.

Eligibility Criteria

Certificates are issued sparingly and are only gppropriate when the research information
gathered is of a sengtive nature, and protection is deemed necessary to achieve the
research objectives while protecting the study participants confidentiality and privacy.
Studies gathering information which, if disclosed, could reasonably leed to socid
gigmatization or job or medical/life insurance discrimination, would qualify for a Certificate.
Projects digible for Certificates must involve the collection of sengtive information that, if
disclosed, could be damaging to an individua’ s financid standing, reputation, insurability, or
employability. Examples of cancer research projects which would be digible include, but
are not limited to, the following:

1.6.1 Projectsinvolving genetic testing for cancer predisposition. Sudies involving the
collection and storage of biologica samples for use in subsequent research could be
eligible if the scope and purposes of such research can be adequately specified.

1.6.2 Studiesthat collect information on an individua’ s psychologica well-being or
mental hedlth, or that include psychiatric conditions as entry criteriaor confounding
variables.

1.6.3 Research which requiresinformation on sexua attitudes, preferences, or practices.

1.6.4 Research on human immunodeficiency virus (HIV)/AIDS.

1.6.5 Studiesof cancer risk related to substance abuse or research involving other illegd
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risk behaviors (e.g., purchase of tobacco products or alcohol by minors).

1.6.6 Researchin which participants may beinvolved in class action litigation related to
exposures under study (e.g., breast implants, medications, environmentd or
occupationa exposures).

In other circumstances, persondly identifiable information may be considered sendtive
because of specific cultura or other factors, and protection can be granted in such cases
upon appropriate judtification and explanation. The above digibility criteria gpply to NCI-
funded research; research in other fields may involve other kinds of personaly sengtive
information needing Certificate protection.

Indigible Applications

Projects which are not research-based or research-related are indigible for a Certificate of
Confidentidity, as are projects which have not received IRB review and find gpproval.
Projects collecting information which, if disclosed, is not deemed to involve sgnificant harm
or damage to the subject are not igible.

20 PROCEDURESFOR APPLYING

21

2.2

NCI Intramura Investigators

When possible, gpplication for a Certificate should be made in conjunction with initia or
annua IRB review of research proposas. Pls should complete a brief gpplication form
(Attachment E-1) which will be appended to the research protocol for submission to the
IRB. Protocols submitted to the Clinica IRB and the Specid Studies IRB will be reviewed
for human subject safety concerns. When they receive find gpprova, protocols will be
forwarded to the Certificate Subcommittee as appropriate.

When agpplications for Certificates are out of synchrony with the IRB process, Pls may
request Certificates by completing and submitting an gpplication form (Attachment E-2) to
the Certificate Coordinator (Section 2.5), dong with the research protocol and
documentation of the most recent IRB review and approval (memo signed by IRB Chair).
Extramurd Investigators

Investigators should complete an gpplication form (Attachment E-3) with the requisite IRB
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2.5

review documentation and a copy of the informed consent/assent formsto be used in the
study, as gpproved by the IRB. Applicants need not submit supplementa materids, such as
the research protocol itsdlf.

Review Procedures

Applications from NCI intramura investigators as well as from NCI-supported extramura
investigators are reviewed and recommended for review by the Certificate Subcommittee
of the NCI IRBs which meets on a monthly basis or as needed to review Certificate
gpplications. Applications recommended for approval by the Certificate Subcommittee are
forwarded to the NCI Deputy Director for final approva and sgnature; when thisis
obtained, applicants are informed by memo from the Certificate Subcommittee Chair.

Modifications to Projects and Changesin Participating Ingtitution

Requests for modifications or amendments should be made three months prior to the
needed date. These requests should be accompanied by ajustification and documentation
of the most recent IRB approvad. An amendment to an existing Certificate should be
requested when a Pl relocates to a new ingtitution. Requests for modifications and
amendments will be reviewed by the Certificate Coordinator and, in consultation with a
member of the Certificate Subcommittee, recommend for approva or disgpprovd. If a
requested modification or amendment represents a substantia change in the research scope
of aproject, the Certificate Subcommittee may require that a new Certificate be sought.

Agency Contacts

To obtain or submit an application or to request an extension or amendment for an existing
Certificate awarded by NCI, contact:

Ms. Lynn Sayers

Certificate Coordinator

NCI

6120 Executive Boulevard, Room 214
Rockville, Maryland 20852

TEL: 301-402-7221

FAX: 301-402-4279

E-mal: 1s67i@nih.gov

For further information about Certificates of Confidentidity, contact:
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Susan M. Sieber, PhD

Associate Director for Specid Projects
NCI

9000 Rockville Pike

Building 31, Room 11A48

Bethesda, Maryland 20892

TEL: 301-496-5946

FAX:  301-496-2471

E-mal: sebers@pndce.nci.nih.gov

To obtain or submit an application or to request an extenson or amendment for an existing
Certificate awarded by a government agency other than NCI, contact:

Ms. Olga Boikess

NIMH

5600 FishersLane
Rockville, Maryland 20857
TEL: 301-443-3877

3.0 QUESTIONSAND ANSWERSABOUT CERTIFICATES OF CONFIDENTIALITY

31

3.2

What are Certificates of Confidentiaity?

A Certificate of Confidentidity protects the privacy of subjectsin headth research projects
againgt compulsory legd demands (e.g., court orders and subpoenas that seek the names
or other identifying characteristics of research subjects) made of the investigator(s).

What is the purpose of the certificate?

The certificate was developed to protect againgt the involuntary release of persondly
identified research information of a sengitive nature sought through any federd, Sate, or
locd civil, crimind, adminigtrative, legidative, or other proceedings.

Certificates of Confidentidity were first issued by the U.S. Department of Hedlth and
Human Services (DHHS) as ameans of enabling drug abuse-rel ated research projects
where, in the course of the research, the sudy participants may be providing legdly
incriminating or sendtive persond information [1]. The authority was granted under the
Comprehensive Drug Abuse Prevention and Control Act of 1970, Public Law No. 91-
513, Section 3(a). The protection afforded by Certificates of Confidentidity thus made
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possible research in substance abuse that may not have been possible. In 1974, an
amendment extended coverage of the Certificates to research on “mentd hedth, including
research on the use and effect of acohol and other psychoactive drugs.” In 1988, the law
was amended yet again to broaden the use of Certificates to safeguard individuas
participating in biomedica, behaviord, clinica, and other research [2]. The Satute, as
amended, pertains to a broad spectrum of cancer-related research projects.

What protection does a certificate afford?

Investigators can interpose a Certificate to avoid being required to release persondly
identifiable research information about individuad study participants. Under this atute: “The
Secretary [of the Department of Health and Human Services] may authorize persons
engaged in biomedicd, behaviord, clinica, or other research (including research on menta
hedlth, and on the use and effect of acohol and other psychoactive drugs) to protect the
privacy of individuas who are the subject of such research by withholding from al persons
not connected with the conduct of such research the names or other identifying
characterigtics of such individuas. Persons so authorized to protect the privacy of such
individuas may not be compelled in any Federd, State, or locd civil, crimind,
adminidrative, legidative, or other proceedings to identify such individuas’ (Public Hedth
Service Act 301 (d), 42 U.S.C. 241 (d), as amended by Public Law No. 100-607,
Section 163 (November 4, 1988).

A certificate is generdly issued to aresearch inditution for a single project (not broad
groups or classes of projects). However, for cooperative multisite projects, a coordinating
center or “lead” indtitution can gpply for, and receive, a Certificate on behdf of al member
ingitutions. The Certificate covers the collection of senstive research information for a
defined time period; information obtained while the Certificate isin effect is protected in

perpetuity.
What types of projects are digible for a certificate?

A certificate may be appropriate when the research information is of a sendtive nature, as
determined by the Certificate Subcommittee of NCI’s IRB, and the protection of a
Cetificate is necessary to achieve the research objectives while assuring the sudy
participants confidentidity. Studies gathering information which, if disclosed, could
reasonably be expected to lead to socia stigmatization or job or medicd/life insurance
discrimination, would quaify for a Certificate. Projects digible for Certificates mugt involve
the collection of sengtive information which, if disclosed, could have adverse legd
consequences or be damaging to an individud’ s financia standing, reputation, insurability,
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or employability. Examples of cancer research projects which would be digible include but
arenot limited to:

34.1

34.2

34.3

344

345

34.6

Projects involving genetic testing for cancer predisposition. In generd, studies
involving the collection and storage of biologica samples for incompletely specified
future uses, but which might include genetic sudies, might be considered digible.

Studies collecting information on an individud’ s psychologicd well-being or menta
hedlth, or which include psychiatric conditions as entry criteria or confounding
variables.

Research which requires information on sexud attitudes, preferences, or practices.

Research on human immunodeficiency virus (HIV)/AIDS.

Studies of cancer risk related to substance abuse on research involving other illegd
risk behaviors (e.g., purchase of tobacco products or alcohol by minors).

Research in which participants may be involved in class action litigation related to
exposures under study (e.g., breast implants, medications, environmenta or
occupationa exposures).

These digibility criteria gpply to NCl-funded research; research in other filds may involve
other kinds of persondly sengtive information needing Certificate protection.

What projects are NOT €ligible for a certificate?

Projects NOT digiblefor a Certificate are:

351

352

353

Projects that are not research-based or research-related.
Projects that are not |RB-approved.

Projects collecting information which, if disclosed, is not deemed to involve
ggnificant harm or damage to the subject.

In what Stuations may data protected by a Certificate be disclosed?

Datathat are protected by a Certificate may be disclosed under the following
circumstances.
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3.6.1 Voluntary disclosure of information by study participants themsalves to physicians
or other third parties, or authorization by study participants of release of information
to insurers, employers, or other third parties.

3.6.2 Voluntary reporting by the investigator of information, such as child abuse or threat
of other potentid violence by the study participant to the participant or others,
provided such intention is specified in the informed consent document.

3.6.3 Voluntary compliance by the researcher with reporting requirements of other Sate
laws such as knowledge of a communicable disease, provided such intention is
specified in the informed consent document.

3.6.4 Rdeaseof information by investigators to DHHS as required for audits of research
records or to the FDA as required under the federal Food, Drug, and Cosmetic
Act (21U.S.C. § 301 et seq).

What is the researcher’ s responsibility to participants in atudy for which a Certificate has
been granted?

The investigator may not represent the issuance of a Certificate to potentiad participants as
an endorsement of the research project by DHHS or use it in a coercive manner for
recruitment of participants. The investigator must use the authority of the Certificate to resst
compulsory disclosure of individualy identifiable research data.

The study participants should be informed thet a Certificate isin effect, and be given afair
and clear explanation of the protection it affords, including the limitations and exceptions.
Thisinformation may be included in the informed consent document or provided to the
research participant in an additiond information page. Suggested wording:

We have received a Certificate of Confidentiality from the federal government, which
will help us protect your privacy. The Certificate protects against the involuntary
release of information about you collected during the course of this study. The
researchers involved in this project cannot be forced to disclose your identity or any
information about you collected in this study in any legal proceedings at the federal,
state, or local level, regardless of whether they are criminal, administrative, or
legidative proceedings. However, you or the researcher may choose to voluntarily
disclose the protected information under certain circumstances. For example, if you
or your guardian requests the release of information about you in writing, (through,
for example, a written request to release medical records to an insurance company),
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the Certificate does not protect against that voluntary disclosure. Furthermore,
federal agencies may review our records under limited circumstances, such asa
DHHSrequest for information for an audit or program evaluation or an FDA request
under the Food, Drug and Cosmetics Act.

Study participants may aso be given acopy of the Certificate, dthough thisis not necessary
it would impede the research. Study participants should be notified that a Certificate has
expired if they are recruited to the study after the expiration date of the Certificate and an
extension of the Certificate's coverage has not been granted.

How are certificates of confidentidity issued?

Under the Public Hedlth Service Act and its amendments, the Secretary of the DHHS has
the authority to grant Certificates of Confidentidity. Prior to 1996, Certificates were issued
by the Office of the Assistant Secretary for Health of DHSS under a delegation of authority
from the Secretary. Recently, the authority to issue Certificates has been delegated to the
individua Ingtitutes of NIH, and the NCI has accepted this authority for NCI-funded
research projects. Investigators whose research is funded by federd government entities
other than NCI may apply to NIMH for a Certificate, as described below.

Based on an application from the Pl of a specific research project, a Certificate is granted
in the name of that investigator’ s inditution for that project. When more than one indtitution
is participating in a project, the Pl at the lead indtitution is responsible for gpplying on behalf
of al gtes, and asngle Certificate isissued in which dl participating Stes are listed. For
projects in which an investigator conducts research information within the United States, a
Certificate may be issued for the project to the investigator a his domestic ingtitution.

If the research scope of aproject covered by a Certificate should change substantidly, the
Pl should request an amendment to the Certificate; however, the Certificate Subcommittee
may require a new Certificate depending on the extent of the change in scope. An extension
of coverage must be requested if the research extends beyond the expiration date of the
origind Certificate, as research information collected after the expiration of a Certificateis
not protected from compelled release

What is the process for applying to NCI for a certificate?

Extramural Investigators:. Projects are not eigible for a Certificate unless they have been
reviewed and gpproved by an IRB. Investigators should complete an application form*
which solicits information about the project and the investigator, and submit it, dong with
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IRB review documentation and a copy of the informed consent/assent formsto be used in
the study, to the NCI Certificate Coordinator. Applications must be signed by the PI and
the Inditutiond Officid.

Intramural Investigators: It is recommended that applications for a Certificate be made in
conjunction with initia or annua IRB review of research protocols. When thisisthe case,
investigators should complete an gpplication form* which is atached to the protocol when it
is submitted for IRB review. When applications are out of synchrony with the IRB process,
investigators must complete and submit an gpplication form* to the Certificate Coordinator,
aong with the research protocol and documentation of the most recent IRB review and
gpproval.

*To obtain application forms, to submit a completed application, or to request an extension or
amendment to an existing Certificate, the Pl should contact:

Ms. Lynn Sayers

Certificate Coordinator

Nationd Cancer Indtitute

6120 Executive Boulevard, Room 214
Rockville, Maryland 20852
Telephone: 301-402-7221

Fax: 301-402-4279

E-mall: 1s67i@nih.gov
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For further information about NCI Certificates of Confidentidity, contact:

Susan M. Sieber, Ph.D.

Associate Director for Specid Projects
Nationa Cancer Inditute

9000 Rockville Pike

Building 31, Room 11A48

Bethesda, Maryland 20892
Telephone: 301-496-5946

Fax: 301-496-2471

E-malil: sebers@epndce.nci.nih.gov

Non-NCI Funded Investigators: Investigators interested in Certificates for research
projects that are not funded or conducted by NCI may contact:

Ms. Olga Boikess

Nationa Inditute of Mental Hedlth
5600 FishersLane

Rockville, Maryland 20857
Telephone: 301-443-3877

How are extensons or amendments to existing certificates obtained?

Reguests for extensons of an expiration date for a Certificate or for other amendments
should be made three months prior to the needed date. These requests should be
accompanied by ajustification, documentation of the most recent IRB gpprovd, and in the
case of an extension, the new expected completion date for the research project. They
should be directed to the NCI Certificate Coordinator at the address above.

Has the legdlity of certificates been chalenged?

There have been court chalengesto the confidentidity protections afforded by a
Certificate. In 1973, the Certificate’ s authority was upheld in the New Y ork Court of
Appeals. The U.S. Supreme Court declined to hear the case.

What should an investigator do if legd action is brought to release persondly identifying
information protected by a certificate?

A Certificate of Confidentidity isalegd defense against a subpoenaor court order to be
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used by the researcher to resst disclosure. The researcher should seek lega counsel from
his or her indtitution. The Office of Generd Counsd for DHHS iswilling to discussthe
regulations with the researcher’ s attorney. Should your NCl-issued Certificate be subject
to court chalenge, please natify:

Susan M. Sieber, Ph.D.

Associate Director for Special Projects
Nationa Cancer Inditute

9000 Rockville Pike

Building 31, Room 11A48

Bethesda, Maryland 20892
Telephone: 301-496-5946

Fax: 301-496-2471

E-mall: sebers@epndce.nci.nih.gov
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